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Course 311: Protecting GPS Infrastructure 
Spectrum Management, Interference, Receivers and Jamming Mitigation

Course 312: GPS and GNSS RFI & Jamming Concerns
Doubletree Mission Valley Hotel
San Diego, California
February 26-27, 2009

311: 0.6 CEUs
312: 0.6 CEUs

COURSE 311

THURSDAY

Dr. Stephen Heppe, Insitu, Inc.

8:30

9:45

11:00

GPS – The Cornerstone of Position, Navigation and Timing (PNT)
Overview of GPS operations and applications 
Addressing the threats of interference and jamming
Introduction to spectrum concerns and protection 
Specifications, Orders and Regulations

GPS Receiver Performance Case Studies
GPS receiver architectures I
Broadband and CW interference effects and mitigation
Signal-to-noise (and C/N0) measurements
Interference and system integrity; protecting users
Infrastructure elements related to GPS and their protection

GPS – Attaining Infrastructure Robustness 
Interference, jamming and related degradation factors
Debunking myths on interference threats
Key mathematical concepts with relevant examples
The basic GPS interference link budget and its interpretation
Improvements for the future; GPS modernization, other systems  

Noon Lunch on your own

1:30

2:45

4:00

5:00

Receiver Threat Overview and Unintentional RFI
GPS receiver architectures II 
Functional impact of RF interference (CW, noise, pulse)
Receiver performance results for typical (civilian) RFI
Scope of problem; required C/N0; RF interference

Jamming and Spoofing Threats
Jamming and spoofing objectives; analysis
Receiver performance; break points; countermeasures
Effects of broad band noise, pulsed noise; CW spectral matching
Spoofing techniques; pseudorange and Doppler matching
Jamming/spoofing comparisons; GPS vs. GLONASS
Effects of jamming/spoofing on DGPS and WAAS

Case Studies
Terrorist attack
Land-mobile and maritime users
Comparison of old and new GPS waveforms (throughout the day)

COURSE 312

FRIDAY

Mr. Phillip Ward, Navward GPS Consulting

8:30

9:45

11:00

Highlights of GNSS Receiver Design
Block diagrams
Analytical formulations
Performance of receiver elements

Hardening Techniques for GNSS Receivers
Threat Review and Evaluation
Receiver elements subject to hardening
Special topic - Multi-bit Analog/Digital converters
J/N Meter - concept and utilization

Detailed Design Principles for RFI Mitigation
Mitigating wideband RFI – BLWN & matched spectrum, tracking
   threshold techniques, antenna gain/null steering techniques
Mitigating wideband RFI – Pulse, Non-linear front end, Front end
   blanking
Mitigating narrowband RFI – CW and other types, Spectrum excision

Noon Lunch on your own

1:30

2:45

4:00

5:00

Analysis of RFI Effects I
Unjammed GPS signal power
Jamming effects
Jamming-to-signal power ratio (J/S)

Analysis of RFI Effects II
GPS receiver tracking thresholds
Unaided receivers: carrier tracking thresholds
Externally aided receivers: code tracking thresholds

Analysis of RFI Effects III
Receiver performance – J/S computation examples
Tolerable performance – Tolerable J computation examples
Analysis of RF interference signal levels, range-to-jammer

Appendix I: Analysis of built-in J/N meter design 

NEW!

NEW!

Course Objectives
This course starts with an overview of GPS-based Position, Navigation, and Timing 
operations and applications and then moves into a half-day description of the 
methods, procedures, engineering principles and policies associated with protecting 
critical GPS infrastructure. This portion of the course includes the development 
of standardized link budgets and related analysis techniques directed toward the 
maintenance of safe GPS-related infrastructure operations, and case studies of 
spectrum management and protection from other users of the RF spectrum. After 
a break for lunch, the discussion turns to a more technical analysis of unintentional 
interference and jamming. The GPS receiver architecture is explored in greater 
detail. Threats are characterized and their impacts on GPS receivers are described. 
The course material is augmented with case studies and receiver mitigation 
techniques useful against high levels of electromagnetic interference.

Prerequisites
A basic knowledge of satellite navigation (GPS) systems, as well as some 
familiarity with engineering analysis methods is assumed. Course 111 or equivalent 
experience are prerequisites.

Materials You Will Keep
• A notebook containing copies of all presentation materials used during the course. 

• NavtechGPS CD-ROM containing a variety of GNSS references.

Instructor:    

Course Objectives
This course presents a substantial review of GPS/GNSS receiver design and 
operations, including block diagrams and the analytical foundations for determining 
receiver performance capabilities. Receiver hardening and an extensive review of 
RF interference threats are followed by detailed design principles. RFI and jamming 
concerns are then evaluated with a comprehensive discussion of mitigation 
techniques.

Courses 311 and 312 are designed to complement one another and, in 
combination, provide excellent coverage and a detailed description of modern 
interference and jamming concerns and recent techniques for these threats.

Prerequisites
Assumes an understanding of RFI and jamming concerns, as well as a basic 
understanding of GPS receiver operations, such as provided in Course 111 or 
equivalent.

Materials You Will Keep
• A notebook containing copies of all presentation materials used during the course. 

• NavtechGPS CD-ROM containing a variety of GNSS references.

Instructor:    

Dr. Stephen  
Heppe

Mr. Phillip  
Ward


